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		Abstract

		Throughout history, civilians have contributed to nearly every armed conflict in a variety of roles that confer different protection under international law. They have supplied logistic, economic, administrative, and political support to belligerent parties. When such civilian contributions are indirect and away from battlefields, there is rarely much concern about those participating civilians jeopardizing their protected status under the Law of Armed Conflict (LOAC), which is one of the LOACâ€™s central aims.

The civilian population and individual civilians enjoy general protections against dangers arising from military operations. Civilians are protected unless and for such a time as they take a direct part in hostilities. An act of direct participation in hostilities by civilians renders them liable to be attacked, and it subjects the participating civilians to prosecution and punishment to the extent that their activity, their membership, or the harm they caused is criminal under domestic law.

The notion of â€œtaking a direct part in hostilitiesâ€� is one of the most fundamental yet vexing concepts under the LOAC. Its application raises many challenging issues. For example, who precisely is considered a civilian under the LOAC? What conduct amounts to taking a direct part in hostilities? And, at what point does taking a direct part in hostilities begin and end? Understanding and applying the concept of direct participation in hostilities can be challenging. Belligerents increasingly use civilians in capacities that involve greater or more direct participation in hostilities. As complicated as these and related questions may seem, the concept of taking a direct part in hostilities presents even greater difficulties when applied in the context of cyber operations.

This Article provides a background and context on the dangerous trend towards increased civilian participation on modern battlefields and an overview of the legal concept direct participation in hostilities. It next considers Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (Tallinn Manual 2.0) rules and commentary as this resource pointedly addresses the notion of taking a direct part in hostilities in cyber operations. Finally, the Article concludes by outlining several important fault lines highlighted by the group of experts behind Tallinn Manual 2.0 in hopes of strengthening â€œthe implementation of the principle of distinctionâ€� and, consequently, ensuring greater accountability in warfare. 
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