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		Abstract

		Amici Professors of International Law submitted this brief to provide the New Jersey Supreme Court with additional context for interpreting the War Exclusion in the insurance policies at issue in Merck v. ACE American Insurance Co., and to explain the potential legal and policy consequences of a judicial determination that the NotPetya malware incident was a “hostile” or “warlike” action. While governments have not yet agreed upon the precise dividing-line between cyber operations that are equivalent to an armed attack and those that are not, the NotPetya malware clearly falls on the "not" side of that line.

The fact that certain uses of cyber tools may amount to war crimes in certain contexts, including during the full-scale Russian invasion of Ukraine that began in 2022, does not bring NotPetya within the scope of the contractual War Exclusion. According to the U.S. government, spreading NotPetya malware violated domestic criminal law applicable to computer crimes, not the laws of armed conflict. The potential application of the laws of armed conflict to other possible uses of cyber technologies does not compel a different conclusion here. Because of the legal and policy consequences of characterizing a malicious cyber operation as a "use of force" or an "armed attack," the United States has consistently taken pains to differentiate between actions that cause inconvenience or economic hardship and those that directly cause injury and death. Courts should remain mindful of this important distinction in evaluating whether the terms "hostile" and "warlike" apply to particular malicious cyber actions.

(The parties in Merck v. Ace Imerican Insurance Co. settled their dispute before the New Jersey Supreme Court issued an opinion.) 
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