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		Abstract

		Concerns about employee privacy have intensified with the introduction of data mining tools in the workplace. Employers can now readily access detailed data about workersâ€™ online behavior or social media activities, purchase background information from data brokers, and collect additional data from workplace surveillance tools. When data mining techniques are applied to this wealth of data, it is possible to infer additional information about employees beyond the information that is collected directly. As a consequence, these tools can alter the meaning and significance of personal information depending upon what other information it is aggregated with and how the larger dataset is analyzed. With data mining, individual privacy may be threatened not by the types of information actually collected, but because of what can be inferred from it. This poses a challenge for the law, which often conceptualizes the harm of privacy intrusions in terms of the sensitivity or highly personal nature of information collected or disclosed. This article explores this dilemma by examining three examples of employee privacy protection under US law: anti-discrimination lawâ€™s protection of medical and genetic information, the common law privacy tortâ€™s protection of embarrassing or humiliating intrusions or disclosures, and the Fair Credit Reporting Actâ€™s protection against erroneous data. These laws all rest on the assumption that particular information can be identified as problematic and protected. However, because data mining techniques can infer new information, this approach will be largely ineffective in addressing the privacy threats posed by these technologies. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: privacy, employment, workplace privacy, algorithms, AI, data mining, personal information

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Kim,  Pauline, Data Mining and the Challenges of Protecting Employee Privacy Under U.S. Law (October 9, 2019). 40 Comp. Labor Law & Polâ€™y Journal 405 (2019) 
 
 ,  Available at SSRN: https://ssrn.com/abstract=3466954
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Pauline Kim (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Washington University in St. Louis - School of Law  ( email )

			

			
			
				
				
				
					Campus Box 1120
St. Louis, MO  63130
United States
314-935-8570 (Phone)
314-935-5356 (Fax)

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      257

			

		
		
		
			Abstract Views

			    1,602

		

		
		 
		
			Rank

			  218,430

		

		
	


	

	
		
			
				       10 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Employment Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Employment Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              965

                                    

                                    
                                        PAPERS

                                            5,485

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        J. H. Verkerke at University of Virginia School of Law

                                    

                                
                            

                        

                    

                
	
                    Economic Perspectives on Employment & Labor Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Economic Perspectives on Employment & Labor Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              893

                                    

                                    
                                        PAPERS

                                            3,769

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        J. H. Verkerke at University of Virginia School of Law

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Law & Society: Private Law - Torts eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Private Law - Torts eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              743

                                    

                                    
                                        PAPERS

                                            4,544

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Asaf Lubin at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Private Law - Labor & Employment Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Private Law - Labor & Employment Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              716

                                    

                                    
                                        PAPERS

                                            4,657

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Kenneth Glenn Dau-Schmidt at Indiana University, Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,022

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Artificial Intelligence - Law, Policy, & Ethics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Artificial Intelligence - Law, Policy, & Ethics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              299

                                    

                                    
                                        PAPERS

                                            4,375

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        J. B. Ruhl at Vanderbilt University - Law School, Dennis D. Hirsch at Ohio State University (OSU) - Michael E. Moritz College of Law

                                    

                                
                            

                        

                    

                
	
                    Legal Anthropology: Laws & Constitutions eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: Laws & Constitutions eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              205

                                    

                                    
                                        PAPERS

                                           15,057

                                    

                                

                                
                            

                        

                    

                
	
                    Comparative Political Economy: Regulation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Comparative Political Economy: Regulation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               64

                                    

                                    
                                        PAPERS

                                           22,131

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.062 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

